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Abstract—This paper presents a conceptual design of a
wearable system for detecting and interrupting sleep paralysis in
order to help patients with this disorder. The proposed solution,
envisioned as a smart headband, integrates an accelerometer,
electrooculography (EOG), and electroencephalography (EEG) for
precise monitoring of the user's condition. The detection
methodology is based on a hierarchical logic: first, the absence of
head movement is analyzed, then the REM phase is identified
through the analysis of the EOG signal, while the final
confirmation is performed by analyzing the spectral analysis of the
EEG signal (FFT and PSD). In a practical implementation, the
system is expected to store recorded data and detected events for
later analysis.
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1. INTRODUCTION

A. Background and Motivation

This paper presents a concept for a system for the detection
of sleep paralysis in home conditions. Sleep paralysis represents
a sleep disorder in which the patient is aware of their
surroundings while the body is paralyzed. This usually happens
during awakening or falling asleep, when the body enters the
Rapid Eye Movement (REM) phase, and the brain is still
awake. In the REM phase, muscle atonia (muscle paralysis) is
characteristic and serves as a protective mechanism against
physical reactions to dreams. Sometimes it happens that the
brain wakes up while the muscle atonia is still present.
According to research [1], 7.6% of the general population,
28.3% of students, and 31.9% of psychiatric patients experience
at least one episode of sleep paralysis during their lifetime.
Among psychiatric patients with panic disorder, 34.6% reported
having experienced an episode of sleep paralysis during their
lifetime. Also, during these episodes, fear commonly occurs,
accompanied by different types of hallucinations. All of this
leads to reduced sleep quality and sleep anxiety.

Episodes of sleep paralysis are often associated with
diagnoses such as narcolepsy, epilepsy, and hypertension, but
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they can also occur due to lack of sleep, disturbed sleep rhythm,
and stress (which is why they often occur in students).

Research [1] also shows that it occurs more frequently among
certain ethnic groups, most commonly among people of African
descent. Despite being a disturbing phenomenon often
associated with mental disorders, sleep paralysis is rarely
systematically studied within clinical and psychiatric research.
And even when studies are done, they mostly use
polysomnography. However, polysomnography requires a large
number of sensors to be attached to the user, which can disrupt
natural sleep patterns. Sleep paralysis does not occur every day,
so in short clinical studies, episodes may not occur at all, and
these studies can be very expensive. All of this creates a need
for a simple system, which would allow patients to more easily
understand their condition and potentially help them get out of
these unpleasant episodes. With the appearance of Industry 4.0,
advanced technologies like the Internet of Things (IoT) and
artificial intelligence (Al) are becoming more available [15].
These technologies enable devices to monitor and analyze data
in real time. In healthcare, this opens the door to smart systems
that give patients better insight into their own health. In this
paper, the term "early detection" refers to the identification of
sleep paralysis shortly after the REM-related physiological
changes, rather than prediction before the episode occurs, with
the goal of detecting it early enough to allow the patient to exit
the episode. The potential solution and the concept of such a
system will be described in the following chapters.

B. Proposed System Design

As mentioned, sleep paralysis occurs during the REM phase.
The very name Rapid Eye Movement actually indicates the
main characteristic of this phase, which is rapid eye movements,
so for such a system, it would be useful to detect these
movements in order to know that the patient is in REM sleep.
Rapid eye movements can be detected using electrooculography
(EOG). However, it would be highly problematic to use only
EOG to detect the REM phase, primarily because the system
must make a difference between eye movements during
wakefulness and those during REM sleep. Since muscle atonia
is characteristic of the REM phase, it can be used as an
additional indicator of REM sleep. Muscle atonia can be
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measured using electromyography (EMG). Based on research
[3], it has been concluded that the greatest decrease in EMG
activity during REM is observed in cranial muscles. However,
for a simple system that is meant to be comfortable, placing
EMG electrodes on neck muscles would be too invasive.
Therefore, based on research [2], an accelerometer could be
used to confirm the absence of movement and that the patient
has entered REM. Once the REM phase is determined, it is
necessary to analyze the state of consciousness (to check
whether the brain is awake). Electroencephalography (EEG) is
used to monitor brain activity in classic polysomnography, and
it could also be used in a system adapted for home use. The
problem with analyzing EEG and EOG signals is that their
amplitudes are small, and before their processing, they should
go through a signal conditioning process, which would also
require special attention. In order for this system to actually
work, the integration of these sensors must be carried out in a
smart way. Besides comfort, it is also necessary to think about
how to preserve the battery of the device itself, because the
patient needs to wear it all night. Considering all of these
factors, the system could be made in the form of a wearable
headband. In order to save the battery of the band, the sensors
could work according to a hierarchical logic: first, the
accelerometer detects the absence of movement, then the EOG
confirms the REM phase, and finally, the EEG analyzes brain
activity in order to detect sleep paralysis. A microprocessor unit
is needed for signal analysis, and potentially an ESP32
microcontroller could be used. In order to help the patient get
out of the episode, a phone application could be made which,
when it receives the information that paralysis has been
detected, would activate a quiet sound so that the patient wakes
up. All data could be stored in a database to be used for further
research of this phenomenon. In the following chapters, we will
describe how each part of this system could work.
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Fig. 1. Block Diagram of a Sleep Paralysis Detection System [13]

II. SYSTEM ARCHITECTURE AND SIGNAL ANALYSIS

A. Accelerometer integration

As described in the previous chapter, the system could be
developed in the form of a wearable headband that integrates
accelerometer, EOG, and EEG sensors. In order to ensure
comfort during sleep, this headband should be light and flexible,
which is actually its main advantage over polysomnography. The
first sensor is the accelerometer. Based on previous research [2],
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an accelerometer can be used to detect different stages of sleep.
The accelerometer monitors acceleration in all three axes, and in
this system, we will use it to monitor head movements. Our
system will use an accelerometer as the primary sensor for REM
detection, which also serves as an intelligent trigger to activate
the EOG sensors. In order to assume the REM phase based on
the data from the accelerometer, we will need to check a few
things first. The first is the absence of large movements. The
process begins by collecting raw data from all three axes of the
accelerometer at a high sampling frequency. Since the head can
be moved in any direction, the microcontroller must first
combine the data from the X, Y and Z axes into a single value of
acceleration intensity for each moment in time. This is achieved
by calculating the Euclidean norm (vector magnitude) of the
acceleration vector, using the formula:

XZ+YZ+22 (1)

The next step would be calculating the average gross
movement (AGM), which represents the mean value of the
acceleration magnitude, in epochs of 30 seconds and the average
intensity of the movement. Variance of gross movements (VGM)
quantifies the variability of acceleration magnitude values within
the same epoch, indicating the stability of motor activities. Low
values of AGM and VGM during successive epochs indicate
prolonged motor inactivity. During deep sleep, our body is
dominated by the parasympathetic nervous system, which calms
the heart, so the beats are very regular. However, as soon as we
enter the REM phase, the sympathetic nervous system (the one
that prepares us for action, "fight or flight") is activated. This is
why the pulse in REM stops being regular. It doesn't necessarily
become very fast, but it becomes unpredictable. A
ballistocardiogram (BCG) is a way to measure the very tiny
vibrations of the body that are produced by the heart. The
accelerometer can detect these small mechanical vibrations [2].
The most important part of this signal is called the J-wave, which
marks the peak of one cardiac cycle. The time between two J-
pulses, the so-called J-J interval, shows how fast the heart is
beating and can reveal how the autonomic nervous system is
working. Digital signal processing on the microcontroller
enables ballistocardiogram extraction from raw accelerometer
data. Based on a system in previous research [2], by applying a
band-pass filter with cut-off frequencies of 1 Hz and 10 Hz, the
system successfully reduces low-frequency components caused
by breathing and high-frequency noise. If the system detects a
sudden increase in the variance of the JJ signal and low AGM
and VGM, it can be assumed that the patient is in the REM phase,
and the EOG sensors can be activated.

B. Analysis of EOG signals

The next sensors that will be activated are the EOG
(Electrooculography) sensors. Based on previous research [7],
our device could also rely on an optimized configuration of three
electrodes integrated directly into the headband. Two active
electrodes are placed laterally (next to the outer corners of the
eyes), while one reference electrode is located behind the ear.
The eye has a constant electric voltage: the positive (+) pole of
the cornea and the negative (-) pole of the retina, so the human
eye behaves like an electric dipole. The voltage at the eye itself
is between 0.4 mV and 1.0 mV [6], but the signal recorded by
the sensor on the surface of the face is much weaker due to skin
resistance and because this potential decreases in the dark. When
the patient enters the REM phase of sleep, this signal undergoes



a characteristic change. In non-REM sleep stages, the eyes are
still, so the EOG signal is almost a completely straight line. As
soon as a person enters the REM phase, the signal becomes
turbulent. For REM phase detection, the algorithm not only
tracks amplitude changes but also extracts key signal
characteristics in the time domain. Based on research [5], which
showed that sleep stages can be classified with high accuracy (up
to 89.62%) using only EOG signals, a similar time-domain
feature—based approach can be applied in this system. It has been
proven that the standard deviation of the EOG signal has a higher
mutual correlation compared to other features. Standard
deviation is a statistical measure that shows how much data
varies from the arithmetic mean and is described by the

following equation:
N —%)2
Xstp = ’ _anl(,:[_nl] =

The EOG signal will be divided into epochs of 30 seconds, and
then each epoch will be separated into 5-second-long windows
of the signal, for which the standard deviation will be calculated.
The REM phase will be confirmed when the standard deviation
exceeds a defined threshold, indicating a frequent change in
potential. Even when the EOG is activated, the accelerometer
can serve as a reference for noise rejection. If a sudden
movement occurs during REM detection (for example, turning
over in bed), the jump in standard deviation should be ignored,
because in this case, the jump in the standard deviation is due to
the movement registered by the accelerometer and not just to
eye movement which means the patient still hasn’t entered the
REM phase of sleep.
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Fig. 2. Comparison of the EOG signal in different sleep stages [13]

C. Analysis of EEG signals

After the REM phase is confirmed using the EOG signal, it
is a sign to start analyzing the EEG signals. The system could
use two electrodes, located on the occipital part of the skull
(occipital positions Ol and O2), for the acquisition of EEG
signals. In the next chapter, we will explain how we choose
locations for the electrodes. EEG monitors the bioelectrical
activity of the brain, which is necessary for the detection of
complex conditions such as sleep paralysis. With EEG signals,
we will monitor the dominance of specific brain waves within
the observed epochs. In the normal REM phase, the EEG is
characterized by dominant theta activity (4—7 Hz). Research [8]
shows that during sleep paralysis, the EEG has a theta
component, but it is lower than in normal REM. Alpha waves
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(8-13Hz) also appear at a lower power compared to
wakefulness, but at a higher power than normal REM. In order
for a microcontroller to identify alpha and theta waves from a
complex EEG signal, it is necessary to perform a transition from
the time domain to the frequency domain. This process relies on
the Discrete Fourier Transform (DFT), which for digitally
processed signals is defined by the formula:

X() = TZbx(n) x e (3)
Since calculating the DFT could be too intensive for the
processor, in this case, a better solution would be to use the Fast
Fourier Transform (FFT). The FFT optimizes the calculation,
allowing the microcontroller to decompose the signal into its
component frequencies in real time. After the FFT, we will
calculate the power spectral density (PSD) to quantify the power
of the alpha and theta waves in each epoch. Epochs of 30
seconds will be analyzed, and they can be further divided into
shorter windows (for example, 5 seconds). The PSD will
provide average theta and alpha power for each epoch or sub-
window. Reduced theta power combined with increased alpha
power compared to normal REM indicates a potential episode
of sleep paralysis. The spectral characteristics of REM sleep,
including the power distribution of theta (4—7 Hz) and alpha (8-
13 Hz) waves, vary between individuals. Because of that,
defining fixed detection thresholds would not be a solution.
Instead, the system could be programmed so that for the first
few uses, it only collects REM phase data and calculates the
average power of the alpha and theta waves. Based on these
data, a system would form an individual reference base, which
will represent a typical pattern of REM activity for a specific
user. Then, in the following analyses, current spectral power
values could be compared with individual reference values. An
episode would be marked as potential sleep paralysis if, within
the REM phase, a simultaneous decrease in theta activity and an
increase in alpha activity were registered in relation to the
personal reference level.
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Fig. 3. EEG brainwave patterns [14]

D. Electrodes positioning

As previously mentioned, two electrodes would be used for
the acquisition of the EOG signal and two for the EEG signal.
Potentially, more electrodes could be used, but the idea is to
keep the system simple and ensure that the headband remains



comfortable. For EOG signals, the electrodes will be placed
laterally to the eyes, allowing the precise tracking of horizontal
eye movements characteristic of the REM phase. EEG
electrodes will be placed using the 10-20 system, a standard
scientific method [9]. Since the idea is that the headband goes
around the head, it would be best to place the electrodes at either
0O1/02 or FP1/FP2 positions. Different combinations could also
be tested, and if the system is actually built in the future, testing
it could show which positions are optimal. Alpha waves are
most noticeable in the occipital area [9], so the original idea is
to use positions O1 and O2. The problem with this would be that
sleeping on the back of the head could put pressure on these
electrodes and cause noise. Fig. 4. also shows two reference
electrodes (M1 and M2) that are placed on the ear lobes (or
mastoid extensions behind the ears). In our system, we will use
one common reference point. In this case, one reference point
would be enough, each additional electrode would mean less
comfort of the headband, which is not our goal. This reference
electrode will serve as a stable "zero" potential for both
acquisition channels. By establishing a common ground for the
instrumentation amplifiers, this single reference point ensures
effective common-mode noise rejection.

Fig. 4. Schematic representation of the position of the electrodes
according to the 10-20 system [9]

E. Signal Preprocessing

EEG and EOG signals have very small amplitudes. Before
analyzing these signals on a microcontroller, they will need to be
amplified. The main component of this stage would be an
instrumentation amplifier characterized by a high common-
mode rejection factor (CMRR) [10].

CMRRa = 20logy, |i—d| ()
Aq— Amplification factor by which the amplifier multiplies
the difference between the two input signals

A.—Amplification factor of the signal that is the same at both
inputs (ambient noise)

Besides a high CMRR, a very important parameter when
choosing an amplifier is high input impedance [10]. This is
because human skin (especially if dry) has high electrical
resistance. If the input impedance of the amplifier were low, a
voltage divider effect would occur, where a significant part of
the already weak EEG/EOG signal would be lost to the skin
resistance before it even reaches the amplifier. In this case, we
would have 2 amplifiers, one for the EEG channel and one for
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the EOG channel. After amplification, an important step would
definitely be signal filtering, since these signals are highly
sensitive to noise. When choosing a filter, it is important that it
passes the frequencies of interest, which in this case are alpha
(8-13 Hz) and theta (4—7 Hz) waves. The lower limit of theta
waves is 4 Hz, but the lower cutoff of the filter could be set even
lower (for example, 0.5 Hz) because during sleep, a person
moves, sweats, and breathes, creating very slow voltage changes
that would cause the signal to drift up and down. Regarding the
upper limit, it should be higher than 13 Hz (for example, 30-35
Hz) to avoid distorting the useful signal at the edges, while
excluding higher-frequency noise.

III. APPLICATION DEVELOPMENT, DATA TRANSMISSION, AND
STORAGE

The key part of this system would be a phone app that
receives data from the headband about detected episodes and
plays a gentle sound to help the patient. In addition, the app could
show graphs of EEG and EOG activity at certain moments, so
the patient can better understand their condition. Many features
could be added, but the main function of the app would be to play
the sound to help the patient. For data transfer between the
headband and the phone, it would be best to use Bluetooth Low
Energy (BLE). BLE is ideal for wearable medical systems
because it is optimized for devices that require long battery life.
The application of the BLE protocol ensures a high level of
security and comfort for the user. Since the device would be
worn directly on the head, low emission power is a critical factor.
BLE uses much lower radiation than classic Bluetooth or Wi-Fi,
which makes it safe for overnight use. The application should be
designed to be suitable for both Android and iOS users. For
Apple application programming, we could use the Swift
programming language. On the other hand, for the Android
platform, the primary choice would be Kotlin. Adobe XD can be
used to design the app’s appearance and create an interactive
prototype before the programming phase. Visual Studio Code
can be used to write code for both the ESP32 and the mobile
application. The idea is for the data collected by the app to be
sent to a database as soon as a stable internet connection is
available, so it can be used for further analysis.

IV. DATA ENCRYPTION

The last, but very important, step in developing such a system
would be data encryption. Since the data is intended to be
transferred first from the headband to the phone, and then from
the phone to a database, it will be necessary to protect it. In this
chapter, we will describe one possible way to implement this,
although other solutions are also possible. The first step is to
protect data that is sent from the headband to the smartphone.
BLE uses AES-CCM encryption, which protects
communication between devices and prevents unauthorized
access [11]. When the band and phone connect, they will
generate a secret key using a special key exchange method,
Elliptic Curve Diffie-Hellman. The advantage of this method is
that devices can securely create a shared "secret" even over an
insecure connection, without ever sending the secret key itself
directly. It is necessary to check the integrity of the message in
these situations, which can be achieved through the Message
Integrity Code. This mechanism enables the detection of data
changes during sending and prevents certain types of attacks,
like manipulation and insertion of false data. The data will then



be transferred to the database via the Internet. It will be
necessary to protect the data again because the previous
protection has no role in this part of the communication. The
best way to do this is by using the TLS protocol. The TLS
protocol uses a combination of asymmetric and symmetric
cryptography [12]. Asymmetric cryptography is used for the
initial establishment of a secure connection, and the data
transfer is performed through symmetric encryption. In this
process, data is encrypted and decrypted using a secret key
known only to the sender and receiver.

V. CONCLUSION

This paper shows a conceptual solution and a proposed system
model, but to build something like this in the real world, a lot of
testing and additional tuning is needed. The practical
development of the device would face challenges, such as the
accuracy of the electrodes in real conditions, the filtering of
noises caused by movements during sleep, and adaptation to
different users, because each person has different brain activity.
Many of these problems, especially detection accuracy and the
reduction of false detections, could be solved using artificial
intelligence and machine learning. Al would allow the system to
learn from each user's data and automatically adjust the
sensitivity, which would significantly increase the reliability of
the device. Although it is currently in the prototype stage, the
system provides a good basis for the future development of smart
solutions for personalized monitoring of sleep disorders. In
addition to the technical challenges, it is important that the device
itself is comfortable, as the headband must be worn throughout
the night without disturbing sleep. In the future, additional ways
for disrupting the episode could be added, such as vibrations or
customized sounds, to wake a person from sleep paralysis
without fear. The development of such a system could
significantly help patients with sleep paralysis disorder as it
would allow them to monitor episodes in the comfort of their
own home, with real-time detection and potentially real-time
response when paralysis occurs. Such a device could also
provide data on sleep patterns, making it easier for doctors to
diagnose and plan treatments, and for patients to better
understand their condition and adjust their habits to reduce the
frequency of episodes.
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