13™ International Conference on Electrical, Electronics and Computer Engineering (ICETRAN), Silver Lake, 8-11 June 2026

TROUBLESHOOTING MODBUS RTU RS-485 COMMUNICATION
IN INDUSTRY 4.0 APPLICATIONS

Ana Lazarevié
Department of Power, Electronic and Telecommunication
Engineering
Faculty of Technical Sciences, University of Novi Sad
Novi Sad, Serbia

lazarevic.ana999@gmail.com

Abstract— This paper analyzes common communication
problems in Modbus RTU networks based on the RS-485 physical
layer in industrial systems within the context of Industry 4.0. In
such environments, reliable field-level communication is essential
for enabling real-time data acquisition, system interoperability,
and data-driven industrial processes. The focus is on installation-
related issues, including improper topology, incorrect
termination, excessive bus length, a high number of connected
devices, and electromagnetic interference. Communication
quality is evaluated using CRC and timeout errors as indirect
indicators of transmission reliability and signal integrity. The
physical causes of these problems and their typical manifestations
in real systems are discussed. In addition, practical
troubleshooting guidelines and corrective measures are proposed.
The results indicate that most communication issues originate
from improper implementation of the RS-485 physical layer
rather than from the Modbus protocol itself.
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I. INTRODUCTION

Modern industrial systems increasingly rely on distributed
communication networks that connect controllers, sensors,
meters, and other devices. Within the concept of Industry 4.0,
industrial environments are evolving toward highly
interconnected, digitally integrated systems in which a large
number of field devices continuously exchange information in
real time. This interconnected structure forms the basis for
advanced functionalities such as predictive maintenance,
process optimization, and intelligent decision-making.

Communication protocols such as Modbus RTU are
commonly used at the device level for reliable data exchange
between sensors, actuators, power meters, and PLC controllers
[1,2]. Despite the emergence of more advanced industrial
communication technologies, Modbus RTU remains widely
used due to its simplicity, robustness, and compatibility with a
broad range of legacy and modern devices.

In this context, the communication infrastructure plays a
crucial role in enabling the integration of field devices into
industrial monitoring and control systems. The collected data is
typically forwarded to supervisory systems, SCADA platforms,
or industrial IoT solutions, where it is further processed and
analyzed. In many such systems, the RS-485 bus represents the
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physical communication layer that enables multiple devices to
be connected on a single communication line [3,10].

However, increasing system complexity imposes higher
demands on communication reliability and stability. In practice,
communication problems often occur that are not caused by the
Modbus RTU protocol itself, but rather by improper
implementation of the RS-485 physical layer. These issues can
significantly affect data integrity and system performance,
which is critical in environments where real-time and accurate
data exchange is essential. Even minor communication
instabilities at the field level can propagate through higher
layers of Industry 4.0 architectures, leading to inaccurate
analytics and suboptimal system behavior.

In this paper, communication stability is evaluated through
indicators such as CRC and timeout errors, which represent
indirect measures of transmission quality in industrial
communication networks. Typical causes include improper
network  topology, incorrect termination, excessive
communication line length, a large number of devices on the
same line, and the influence of electromagnetic interference
[2,6]. The aim of this paper is to analyze the most common
installation-related issues in Modbus RTU communication in
real systems, explain their physical causes, and present practical
guidelines for diagnosing and resolving these problems in
industrial environments.

II. THEORETICAL BACKGROUND OF RS-485 COMMUNICATION

A. Principle of differential transmission (A/B lines)

RS-485 is a standard for balanced (differential) serial data
transmission in multipoint communication systems. Information
is transmitted as a voltage difference between two lines,
typically labeled A and B, while the logical state is determined
by the polarity of the differential voltage between these
conductors [3]

Device 1 Device 2 Device 3
A = A = A
B * B = B
5G * 56 * 5G

Fig. 1. Example of a multipoint bus connection [9]
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This transmission method provides improved immunity to
electromagnetic interference because the receiver detects the
voltage difference between the lines, while external noise
induced equally in both conductors is largely canceled. For this
reason, RS-485 communication is well suited for industrial
environments where electromagnetic disturbances from electric
motors, variable frequency drives, and other sources are
common [4].

The RS-485 standard defines electrical characteristics of
transmitters and receivers as well as conditions for connecting
multiple devices to a shared communication bus [3].

B. Characteristic  impedance, termination and  signal

reflections

One of the key factors for reliable operation of an RS-485
bus is impedance matching. Twisted-pair cables commonly
used in RS-485 systems typically have a characteristic
impedance of approximately 120 Q [3].

FROPER TERMINATION LOCATIONRT = 2
LOGATION RT = Zg TWSTED PAIR WITH CHARACTERISTIC IMPEDENCE OF 25 Rr=120
Rr=i20 EXAMPLE: Zp=120

Fig. 2. Proper termination of a twisted pair with characteristic impedance Zo —
resistors at the ends (R, = Zo) prevent signal reflections

To prevent signal reflections, termination resistors of
approximately the same value are placed at both ends of the
communication bus between the A and B lines. Proper
termination allows the signal to be absorbed at the end of the
line and prevents it from reflecting back through the bus [2,6,8].

Signal reflections occur when the load on the line does not
match the characteristic impedance of the cable. This can cause
distortion of the differential signal and lead to incorrect bit
detection [5,6]. In practice, such problems most often arise due
to missing termination, excessive termination, or improper
network topology.

C. Bus length,
interference

number of devices and electromagnetic

The reliability of RS-485 communication depends on
several factors, including the length of the communication bus,
the number of connected devices, and the electromagnetic
environment in which the communication line operates.

The RS-485 standard allows communication distances of up
to approximately 1200 m at lower data rates. However, actual
limitations depend on the communication speed, cable quality,
and the total electrical load of the network [3]. Increasing bus
length and the number of devices increases capacitive loading,
signal attenuation, and transmission delay.

Industrial environments often contain significant sources of
electromagnetic interference such as power cables, contactors,
and frequency converters. Running communication cables in
parallel with power cables can induce unwanted voltages in the
communication line [4]. Although differential transmission
provides some immunity to interference, high levels of
electromagnetic noise may lead to CRC errors and unstable
communication.
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III. MoDBUS RTU IN INDUSTRIAL SYSTEMS

In the context of Industry 4.0, Modbus RTU communication
plays a significant role in integrating legacy field devices into
modern digital industrial systems and industrial IoT (IIoT)
architectures.

A. Master/Slave architecture

Modbus RTU communication is based on a master/slave
architecture in which one master device initiates all
communication, while slave devices respond only to explicitly
addressed requests.

In industrial systems, the master device is typically a central
controller, PLC, or communication gateway. Slave devices
include sensors, actuators, energy meters, variable frequency
drives, and other field-level devices.

This architecture provides a controlled and predictable
communication flow because slave devices never initiate data
transmission on their own but respond only when addressed by
the master.

A Modbus RTU frame contains the device address, function
code, data field, and CRC checksum used for error detection. In
practice, the occurrence of CRC errors often indicates problems
at the physical communication layer, such as noise or improper

installation of the communication bus [1].
Read/write
request
e Modbus RTU
--------- e
P 1 [ H
Response + | Readrwrite '
p I: Eesl:-:lﬂseTi _L request .
1 ] L]
Slave 1 Slave 2 Slave n

Fig. 3. Representation of Modbus RTU master/slave architecture

B. Communication bus organization (daisy-chain)

In RS-485 networks, Modbus RTU communication is most
commonly implemented using a linear bus topology known as a
daisy-chain configuration, where all devices are connected
along a single communication pair.

This structure allows proper bus termination and reduces the
occurrence of signal reflections. Any branching of the
communication line introduces impedance discontinuities,
which is why connection stubs should be kept as short as
possible.

In real industrial installations, communication routes often
pass through multiple production zones, distribution cabinets,
or technological sections of a plant. Due to installation
constraints, branching or star topologies may sometimes be
introduced. Such deviations increase the risk of communication
instability, especially at higher communication speeds [2,7].



C. Typical communication parameters

The stability of Modbus RTU communication depends on
several key parameters, including data rate (baud rate), the
number of devices on the bus, and the polling cycle time.

Industrial communication networks commonly operate at
data rates between 9600 bps and 38400 bps [1,2]. Higher
speeds allow faster data acquisition but also increase sensitivity
to signal reflections and electromagnetic interference. In
installations with long communication lines, lower
communication speeds are often used to achieve more stable
operation.

The number of devices connected to the bus also affects
system reliability since each device represents an additional
load on the communication line. In larger industrial systems, a
single bus may connect dozens of devices, which requires
careful network design [3].

Because of the master/slave communication principle, the
master sequentially communicates with all slave devices. The
total polling cycle time therefore depends on the number of
devices and the amount of exchanged data, which directly
affects how frequently new data becomes available in the
supervisory system.

Communication parameters directly affect data availability
and timeliness in higher-level platforms such as SCADA,
industrial IoT (IIoT), and cloud-based monitoring systems.
Longer polling cycle times and communication delays may
reduce data freshness, limiting the effectiveness of real-time
analytics, predictive maintenance algorithms, and decision-
making processes.

D. Implementation in large industrial facilities

The implementation of Modbus RTU communication in
large industrial facilities and distributed production plants is
often more complex than in smaller installations.
Communication routes may pass through multiple production
areas, electrical cabinets, or technological sections of the plant,
which can result in longer communication lines and increased
exposure to electromagnetic interference.

Additional challenges arise from project implementation
factors such as phased commissioning, partial installations, and
later system expansions. These changes sometimes lead to
deviations from recommended RS-485 network topology.

For this reason, designing a Modbus RTU network in large
systems requires careful planning of device placement,
communication routes, and communication parameters to
ensure stable data exchange.

IV. ANALYSIS OF COMMON INSTALLATION PROBLEMS AND
SOLUTIONS

Based on commissioning experience and cooperation with
engineers responsible for installing and maintaining industrial
communication systems, several recurring issues have been
identified in practice. In Industry 4.0 environments, such issues
can significantly affect data availability and reliability, directly
impacting higher-level monitoring, control, and analytics
systems. In most cases, instability in Modbus RTU
communication is not caused by the protocol itself but by
improper implementation of the RS-485 physical layer. This
section analyzes the most common installation-related
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problems, their causes, and their typical communication
symptoms, together with recommended corrective measures.

A. Improper communication bus topology

RS-485 communication is designed as a linear bus with
controlled impedance along a single communication path. The
recommended topology is a daisy-chain configuration, where
devices are connected sequentially along one bus.

Device Dievice Device

D-Bus

D-Bus
re

v

Correct daisy chain

Device Davice

-Bus D-Bus

X X

Mot a proper daisy chain
Fig. 4. TIllustration of correct and incorrect topology

In industrial environments, deviations from this
recommendation often occur. For example, star topologies may
be created to simplify cable routing within a building or
industrial facility. Such configurations introduce multiple
impedance mismatch points, which can cause signal reflections
and distortion of the differential voltage. Star topology is
generally not recommended for RS-485 communication
because it introduces impedance discontinuities and increases
the likelihood of signal reflections. However, installation
constraints, centralized cabinet layouts, or later system
expansions may sometimes result in limited star-like
configurations. In such cases, communication stability may be
improved through network segmentation, RS-485 repeaters, or

reduced communication speeds. Nevertheless, such
implementations represent a compromise rather than
recommended design practice, while linear daisy-chain

topology remains the preferred solution for reliable RS-485
communication.

When such topological deviations
communication instability typically manifests as:

are  present,

e intermittent CRC errors

e occasional loss of individual slave devices

e unstable communication when the baud rate is
increased

In real installations, a system may operate reliably at 9600
bps but become unstable at 19200 bps.

A reliable solution is to implement a linear bus topology
with minimal branching. When branching cannot be avoided,
network segmentation or the use of RS-485 repeaters is
recommended so that each branch forms an independent
communication segment.

B. Missing or incorrect bus termination

Twisted-pair cables used for RS-485 communication have a
characteristic impedance of approximately 120 Q. For this



reason, termination resistors of the same value should be
installed at both ends of the communication bus [3].

Termination absorbs the signal at the end of the line and
prevents reflections that can distort the differential signal.

Under such conditions, three common mistakes occur:

e termination is not applied at all

e termination is applied on every device

e termination is applied at incorrect locations

These situations can lead to signal reflections or excessive
bus loading, resulting in incorrect bit detection, increased CRC
errors, or unstable communication, especially at higher data
rates.

A reliable solution is to install termination resistors only at
the two ends of the communication bus and verify whether
devices with integrated termination have this feature enabled
only on the end devices.

C. Excessive communication line length

The length of the communication bus is one of the factors that
directly influence RS-485 communication stability. Although
the standard allows distances of up to approximately 1200 m at
lower data rates, actual limits depend on communication
speed, cable quality, and total network loading.

Long communication routes may result in increased bus
length, particularly in distributed industrial installations. When
combined with higher baud rates, this may lead to signal
attenuation, increased transmission delay, and timeout errors.

Communication often remains stable at lower data rates,
while increasing the baud rate results in instability or
intermittent device loss.

Communication stability can be improved by reducing the
communication speed, dividing the network into several shorter
bus segments, or using RS-485 repeaters to extend the
communication network.

RS-485 BUS

o Device 32

- up to 32 devices
- up to 1200m

Device 2

dP—=F Device 1

Fig. 5. Example of an RS-485 bus with multiple slave devices and proper
termination

D. Large number of slave devices on a single bus

The number of devices connected to an RS-485 bus can
significantly affect Modbus RTU system performance. Each
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device represents an additional load on the communication line
and increases the overall capacitive load of the network.

This limitation becomes particularly important in systems
where a high number of devices must be integrated into unified
data platforms, including meters, controllers, and sensors.
Increasing the number of devices also increases the
communication cycle time because the master must
communicate sequentially with each slave device. This may
lead to reduced data refresh rates, which can negatively affect
time-sensitive monitoring and control applications.

During commissioning, this may result in slower data
updates, increased retry attempts, or timeout errors, particularly
in systems with long communication lines.

System stability can be improved by limiting the number of
devices per bus, dividing the network into multiple
communication segments, or using additional communication
gateways closer to groups of devices.

E. Parallel routing of power and communication cables

Industrial environments are characterized by the presence of
electromagnetic disturbances originating from power cables,
electric motors, and variable frequency drives. A particular
problem occurs when communication and power cables are
routed in parallel within the same installation channels.

Such configurations may lead to inductive and capacitive
coupling, causing unwanted voltages to be induced in the
communication line. Although RS-485 differential transmission
provides some immunity to common-mode interference, high
levels of electromagnetic noise can cause incorrect
interpretation of the differential signal, CRC errors, or unstable
communication. This is particularly critical in Industry 4.0
environments, where continuous and reliable data flow is
required for real-time monitoring and data-driven decision-
making.

In industrial environments communication may remain
stable while high-power loads are inactive but problems may
appear when motors or frequency converters start operating.

System performance can be improved by separating
communication and power cable routes, avoiding long parallel
runs, using shielded cables, and applying galvanically isolated
RS-485 interfaces when necessary.

F. Inappropriate cable selection and shield grounding

The choice of communication cable and the grounding
method of the cable shield have a significant impact on RS-485
communication stability.

In practice, with high electromagnetic interference, the use
of unshielded twisted-pair (UTP) cables may lead to unstable
communication. Therefore, shielded twisted-pair cables (STP or
SFTP) are generally recommended, together with proper
grounding of the cable shield.

Improper grounding may cause ground loop currents that
disturb the differential signal and increase system sensitivity to
electromagnetic interference. In real installations, it is common
to encounter situations where the cable shield is grounded at
multiple points without a clearly defined grounding scheme,
which may lead to CRC errors or intermittent communication
instability. Reliable signal transmission is therefore a



prerequisite for ensuring data integrity across modern industrial
systems, where even minor disturbances at the physical layer
may affect higher-level digital processes.

Communication reliability can be improved by using
shielded cables in interference-prone areas, applying a
consistent shield grounding method, and using isolated RS-485
interfaces or separating communication segments when
necessary.

V. DISCUSSION

Among the analyzed issues, improper topology and
incorrect termination were identified as the most critical factors
affecting communication stability in real industrial systems.

The analysis shows that communication problems in
Modbus RTU networks are most often related to the
implementation of the RS-485 physical layer rather than the
protocol itself. Improper network topology, missing or incorrect
termination, excessive communication line length, and a large
number of connected devices can significantly affect
communication stability.

From a practical perspective, improper topology and
incorrect termination represent the most critical issues, as they
directly cause signal reflections and communication instability.
On the other hand, electromagnetic interference and grounding
issues are often more difficult to detect, since they typically
result in intermittent and non-deterministic communication
eITOorS.

In industrial environments, these problems frequently arise
during system commissioning, later modifications, or system
expansion, when initial design rules are not consistently
followed. The results indicate that, in practice, a lack of
systematic diagnostics and insufficient consideration of
physical layer constraints remain key challenges in industrial
communication systems. In addition, the increasing reliance on
industrial IoT (IIoT) platforms and data-driven architectures
further amplifies the importance of reliable field-level
communication, as data collected from distributed devices is
often transmitted to edge or cloud systems for further
processing and analysis. The main contribution of this paper is
a systematic classification of installation-related issues and
practical troubleshooting guidelines based on real industrial
experience.

VI. CONCLUSION

This paper presented an analysis of common installation-
related problems in Modbus RTU communication based on the
RS-485 physical layer in industrial systems within the context
of Industry 4.0. The results show that communication instability
is predominantly caused by improper implementation of the
communication bus rather than by the Modbus protocol itself.
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The analysis indicates that the most significant challenges in
practice arise during system commissioning and maintenance,
where physical layer issues such as improper termination,
inadequate topology, and electromagnetic interference lead to
intermittent and difficult-to-diagnose communication faults.
These problems are typically reflected through CRC and
timeout errors, making fault localization in complex Industry
4.0 systems time-consuming and inefficient.

Proper network topology, correct termination, and careful
cable routing are identified as key factors for achieving stable
and robust communication in industrial systems.

Future Industry 4.0 developments, including the integration
of edge computing and cloud-based industrial platforms, will
further increase the importance of robust and reliable field-level
communication as a foundation for advanced digital industrial
systems.
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